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LOI MO PAU

Gidu thong tin (Hiding information) 1 k¥ thuat gidu thong tin quan trong vao

d6i twong dit liéu s6 ma khong 1am anh hudng truc gidc dén chét luong ban dau cua di

lidu s6. Dit liéu sé dung dé che gidu tin c6 thé 1a anh sb (image), am thanh s (audio),

phim hodc doan clip (video)... Gidu tin ¢6 hai muc dich chinh:

- Thir nhat, gidu tin nham muc dich bao vé cho chinh tai liéu s6 dung dé bao
che thong tin gidu, dy chinh 13 hinh thirc dung dé bao vé ban quyén hoic
chéng xuyén tac ndi dung ... Va ngudi ta goi hinh thic gidu nay 1a thiy van
s (Watermarking). Thily van s chi can gidu véi mot lugng thong tin rat
nho nhung dit manh (bén viing) dé c6 thé bao vé tai liéu sé c6 mang thong

tin.

- Thu hai, giéu tin nhim muc dich trao d6i thong tin mat dén mot dbi tuong
d6ng minh ma khong mudn dbi twong thir ba (khong mong mudn) co thé
phat hién ra hay nghi ngd. Nguoi ta goi hinh thirc gidu nay 1a gidu tin mat
(Steganography), cac ky thudt gidu theo hinh thirc nay thuong cd ging
nghién ctru gidu dugc cang nhiéu thong tin vao dit liéu sb cang tét nhung

van dam béao chat luong theo truc giac cua dir li€u bao tin.

Linh vyc gidu tin d3 va dang thu hut sy quan tAm cta nhiéu nghién ctru trén thé
gidi, dic biét trong linh vuc an ninh, qudc phong, thwong mai, .... Tuy nhién & Viét
Nam gidu tin trong anh di ¢ rat nhiéu céng trinh nghién ctru va cong bd, con gidu tin
trong 4m thanh sd van con rat han ché, chua c6 nhiéu cong b rong rai trong linh vuc
nay. Do d6 trong dé tai nghién ctru nay nghién ctru va tim hiéu mot sb k§y thuat gidu tin
trong am thanh véi ca hai hinh thirc Watermarking va Steganography. Dua vao co so
nghién ctru dugc xdy dung chuong trinh gidu tin trong tin hiéu 4m thanh véi nhiéu
kiéu dir liéu thong tin co thé gidu trong audio: vin ban, anh nhj phan, anh cip xam hay

mot doan audio.
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Chuong |. TONG QUAN

1.1. GiAu théng tin 1a gi ?

“Gidu thong tin” (Steganography) 1a k¥ thuat lién lac mat dya trén hinh thitc
gidu thong tin quan trong vao dbi twong khac. Tur thoi ky co dai nguoi ta da st dung
phuong phéap nay dé lién lac mat cho nhau. Mot vi du cb dién hinh vé gidu tin [1]
(485-525 trudc cong nguyén) 13 cdu chuyén ctia mot ngudi tén 14 Histaieeus mudn giri
thong tin quan trong vé “Ké hoach ung ho cudc ndi day chéng lai duc vua Ba tu
Xerxes” cho nha nhiép chinh thanh phé Miletus bang cach xam thong tin 1én da dau
nguoi nd 1€ tin cy cia minh, cho dén khi toc moc dai tré lai ong ta cir nguoi no 1€ do
dén gip nha nhiép chinh, trén dudng di khong bi 16 thong tin, c6 thé vuot qua moi
cudc kiém soat, khi dén gap nha nhiép chinh, nha nhiép chinh chi viéc cao troc dau
nguoi no 1€ 1a co thé doc duoc thong tin. Hay mdt phat minh khac cta Pliny T. Elder
(23-79 sau cong nguyén) vé myc “khong mau” chinh 13 sita ciia mot sé loai dong vat,
khi muc nay viét trén gidy dé kho kho phat hién ra, va chi khi gidy d6 duogc ho néng
cac vét myc s& chuyén sang ndu, c6 thé doc cac dong chir di viét. Vao thoi ky phuc
hung, naim 1518 Johannes Trithemius viét cudén sach vé mi héa “Polygraphia”. Trong
cudn sach ndy ngudi ta thiy xuat hién dau tién thuat ngit “Steganographia”, day 1a mot
tir ghép bat ngudn tir ngdn ngir Hy lap steganos nghia 13 bao boc “cover” va graphia
nghia 13 ban viét “writing” [2].

Trai qua nhiéu thoi ky bién dong cua xa hoi loai nguoi, ngay nay khi ma k¥
thuat s6 bung nd, con ngudi ciing “s6 hod” linh vuc gidu tin phuc vu cho cudc séng
hién dai. Trong [3] nguoi ta da thong ké sy phat trién manh mé cta cac cong cu gidu
tin trong giai doan 1992 dén 2007.

Gidu tin c6 mét wu diém ma mat mai hoc (Cryptography) con han ché d6 1a co
thé “bao vé duoc ban quyén sd, hay khi giita cac dbi tuong lién lac mat voi nhau trén
céc kénh thong tin cong cong ma it bi nghi ngd”. Ly do vi ban quyén sé di mi hoa sau
khi dugc giai ma thi kho c6 thé giit dugc ban quyén, hay théng tin mat can trao ddi
giita cac bén, sau khi duoc ma hoa s& lam cho ngudi khac biét 16 1a cac bén co trao doi
thong tin mat nao d6 cho nhau. Giu tin trong dit liéu da phuong tién chinh 1a nhiing

“bo khuyeét” cho cac van dé trén cia mat ma hoc.
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Hinh 1.1. K§ thuat gidu tin cong b trong giai doan 1992 — 2007[3]

Vé nguyén 1y, gidu tin trong dit liéu video, dit liéu 4m thanh hay trong dit liéu
anh sb khong khac gi nhiéu. Gidu tin trong anh d& thuc hién hon, giéu duoc nhiéu
thong tin hon, va anh 1a dbi tuong duogc st dung kha phé bién trén Internet hién nay,
nén k¥ thuat giau tin trong anh chiém ti 1¢ nhiéu nhat trong cac loai dir liéu da phuong
tién (hinh 1.2).

disk space

13.8%
audio

text

video (2.8)
other (2.7%)
network (1.3%)

images

Hinh 1.2. Ti 1é phuong tién dugc lya chon dé gidu tin nim 2008 [3]

Giu tin trong audio dwa vao hé thong thinh giac ctia con ngudi nén thuong khod
hon trong cac dit liéu s6 khac do hé théng thinh gidc ctia con nguoi kha nhay cam véi
cac nhiéu, tuy nhién audio ciing 13 loai dit liéu dugc sir dung kha ph(;) bién trén internet
hién nay vi vy nd van dugc quan tAm va nghién ctru rong rdi thir 2 theo [3] dua ra
(hinh 1.2) cho nhiéu muc dich khac nhau: bao vé ban quyén, chdng sao chép, xuyén

tac ndi dung...
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1.2. Phén loai cac ky thuit gidu tin

C6 nhiéu cach dé tién hanh phan loai cac phuong phap gidu thong tin thong qua
cac tiéu chi khac nhau, nhu theo phuong tién chira tin, cdc phuong phap tic dong 1én

cac k§y thudt cac phuong tién chura tin, hay phan loai dua theo cac Gng dung cu thé...
1.2.1. Phan logi theo phwong tién chira tin:
1.2.1.1. Gidu théng tin trong anh:

Thong tin s& duoc gidu cung voi dir liéu anh nhung chat lugng anh it thay doi
va khéng ai biét dugc ding sau anh d6 mang nhing thong tin co y nghia. Ngay nay,
khi anh sé dd duoc st dung rat phd bién, thi gidu thong tin trong anh di dem lai rat
nhiéu nhimng tng dung quan trong trén nhiéu linh vyc trong doi séng xa hoi. Vi du nhu
d6i v6i cac nudc phat trién, chit ki tay da dugc s6 hoa va luu trit sir dung nhu 1a ho so
ca nhan cua cac dich vu ngan hang va tai chinh, n6 duogc dung dé nhan thuc trong cac
thé tin dung ctia ngudi tiéu ding. Phan mém WinWord ciia MicroSoft ciing cho phép
ngudi dung luu trit chit ki trong anh nhi phan roi gan vao vi tri nao d6 trong file vin
ban dé dam bao tinh an toan ctia thong tin. Tai lidu sau d6 dugc truyén truc tiép qua
may fax hodc luu truyén trén mang. Theo do, viéc nhan thuc chit ki, xac thuc thong tin
d3 trd thanh mot van dé cuc ki quan trong khi ma viée an cip thong tin hay xuyén tac
thong tin boi céc tin tdc dang trd thanh mot van nan ddi véi bat ki quéc gia nao, to
chirc nao. Thém vao do, lai co6 rat nhiéu loai thong tin quan trong can dugc bao mat
nhu nhitng thong tin vé an ninh, thong tin vé bao hiém hay céc thong tin vé tai chinh,
cac thong tin nay dugc s6 hoa va luu trit trong hé théng may tinh hay trén mang.
Chung rat dé bi 1y cap va bi thay doi boi cac phan mém chuyén dung. Viéc nhan thuc
cling nhu phét hién thong tin xuyén tac da tré nén vo cing quan trong, cip thiét. Va
mot dic diém cua gidu thong tin trong anh dé 1a thong tin duoc gidu trong anh mot
cach vo hinh, né nhu 1a mot cach ma truyén théng tin mat cho nhau ma ngudi khéc
khong thé biét duoc bai sau khi gidu thong tin thi chat lugng anh gan nhu khong thay

doi dac biét doi voi anh mau hay anh xam.
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1.2.1.2. Gidu tin trong audio

Gi4u thong tin trong audio mang nhiing dic diém riéng, khac véi gidu thong tin
trong cac d6i twong da phuong tién khac. Mot trong nhiing yéu ciu co ban cta giau tin
1a ddm bao tinh chat an ciia thong tin duoc gidu dong thoi khong 1am anh huéng dén
chat luong cua dir lidu gdc. Pé dam bao yéu cau ndy, k¥ thuat gidu thong tin trong anh
phu thudc vao hé thdng thi gidc cua con ngudi - HVS (Human Vision System) con ky
thuat gidu thong tin trong audio lai phu thudc vao hé thdng thinh gidc HAS (Human
Auditory System). Va mot van dé kho khin & ddy 1a hé thdng thinh gidc cua con nguoi
nghe duoc cac tin hiéu ¢ cac giai tan rong va cong suit 16n nén da gy kho dé dbi véi
cac phuong phap gidu tin trong audio. Nhung that may 1a HAS lai kém trong viéc phat
hién sy khac biét cac dai tan va cong suat diéu nay c6 nghia la cac am thanh to, cao tan
c6 thé che gidu dugc cac 4m thanh nho thip mot cach dé dang. Cac mo hinh phan tich
tam 1i di chi ra diém yéu trén va thong tin ndy s& giup ich cho viéc chon cac audio
thich hop cho viéc gidu tin. Van dé kho khan tht hai d6i voi giau thong tin trong audio
1a kénh truyén tin. Kénh truyén hay bang thong cham s& anh huong dén chat luong
thong tin sau khi gidu. Vi du dé nhung mot doan java applet vao mot doan audio (16
bit, 44.100 Hz) c6 chiéu dai binh thudng thi cac phuong phap noi chung ciing can it
nhat 1a 20 bit/s. Gidu thong tin trong audio doi hoi yéu cau rat cao vé tinh dong bo va
tinh an toan cua thong tin. Cac phuong phap gidu thong tin trong audio déu loi dung

diém yéu trong hé thong thinh gic ctia con ngudi.
1.2.1.3. Gidu théng tin trong video

Ciing giéng nhu gidu thong tin trong anh hay trong audio, gidu tin trong video
cling duoc quan tAm va duoc phat trién manh mé cho nhiéu tmg dung nhu diéu khién
truy cap thong tin, nhan thyc thong tin va bao vé ban quyén tac gia. Ta c6 thé ldy mot
vi du 14 cac hé thong chuong trinh tra tién xem theo doan véi cac video clip (pay per
view application). Cac k¥ thuat gidu tin trong video ciing dugc phat trién manh mé va
cling theo hai khuynh huéng 14 thuy van s6 va gidu tin mat. Nhung phan gi6i thi¢u nay

chi quan tim t6i cac k¥ thuat gidu tin trong video. Mot phuong phép gidu tin trong
10
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video duoc dua ra bai Cox 1a phuong phap phan bd déu. y tuéng co ban cta phuong
phap 1a phan phdi thong tin gidu dan trai theo tan sé cia dir liéu chira goc. Nhidu nha
nghién ctru di dung nhimg ham cosin riéng va cac hé sb truyén song riéng dé giau tin.
Trong céc thuat toan khoi ngudn thi thudng cac k¥ thuat cho phép gidu cac anh vao
trong video nhung thoi gian gan day cac k¥ thuat cho phép gidu ca am thanh va hinh
anh vao video. Nhu phuong phap ciia Swanson di st dung phuong phéap gidu theo
khéi, phuong phap nay di gidu duoc hai bit vao khdi 8*8. Hay gan day nhit 1a phuong

phap ctia Mukherjee 13 k¥ thuét gidu audio vao video sir dung céu truc ludi da chiéu...
1.2.1.4. Gidu théng tin trong vin ban dang text

Giau thong tin vao cac van ban dang text kho thuc hién hon do c¢6 it cac thong
tin du thira, dé 1am duoc didu nay nguoi ta phai khéo 1éo khai thac cac du thira tu
nhién ctia ngén ngit. Mot cach khac 1a tan dung céc dinh dang van ban (ma hoa thong
tin va khoang cach giira cac tir hay cac dong van ban). Tir ndi dung ctia thong diép can
truyén di, nguoi ta ciing c6 thé str dung vin pham phi ngir canh dé tao nén cac vin ban

“phuong tién chira” roi truyén di.
1.2.2. Phan logi theo cdch thirc tac dong lén cac phwong tién
1.2.2.1. Phuwong phap chen dir liéu

Phuong phap nay tim céc vi tri trong tép (file) d& bi bd qua va chén cac dit lidu
can gidu vao do, cach gidu nay khong 1am anh hudng gi téi sy thé hién cua cac file dir
lidu vi du nhu dit liéu duoc gidu sau cac ky tu EOF (End of file).
1.2.2.2. Phirong phdp thay thé

Thuc hién viéc thay thé cac phan tir khong quan trong cta phuong tién chira
bang cac dir liéu cua thong diép can chuyén di. Vi thay thé vao cac phan tir khong
quan trong cua phuong tién chira nén dé danh Lira dugc cam nhan ctia con nguoi.
Phuong phap thay thé c6 nhiéu cach thyc hién nhu: thay thé cac bit it quan trong, thay

thé trong mién tan sb, cac ky thut trai pho, thong ké.

11
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1.2.2.3. Phuong phap tao cdc phwong tién chira

Tir cac thong diép can chuyén sé tao ra cac phuong tién chira dé phuc vu cho
viéc truyén thong tin d6, tai phia ngudi nhan dua trén cac phuong tién chira nay dé tai

tao lai cac thong diép.
1.2.3. Phdn logi theo cdac muc dich sw dung
1.2.3.1.Gidu théng tin mdt

Diy 1a tmg dung pho bién nhat tir trude téi nay, ddi voi loai nay ngudi ta quan
tam chu yéu t6i cac muc tiéu: do an toan cua thong diép va luong thong diép t6i da co
thé gidu ma van dam bao an toan, d6 bao mat cua thong tin trong truong hop giau tin
bi phat hién.
1.2.3.2.Gidu théng tin thuy vén

Do yéu cau bao vé ban quyén, xac thuc va chong xuyén tac... nén giau tin thuy
van c6 yéu cau khac v6i gidu tin bi mat. Yéu cau dau tién 13 cac dau hiéu thuy van phai
da bén viing trudce cac tn cong vo tinh hay ¢d y g& bo nd. Thém vao dé cac dau hiéu
thuy van phai c6 anh hudng t6i thiéu (vé mit cam nhén) ddi voi cac phuong tién chua.
Nhu vy céc thong tin can gidu s& cang nho cang tot. Phan biét gidu thong tin bi mat

va thuy van ¢ thé mé ta tom lugce trong cac bang 1.1 sau [1]:

Bang 1.1. So sang su khac biét giita gidu tin mat va thiy van sb

Giau thong tin bi mat Thuy van s6
(steganography) (watermark)
Tang hinh cac phién lién lac, dé bao | Chu yéu phuc vu cho muc dich bdo v¢
Muc | mat thong tin ban quyén
titu | Dung trong cac lién lac xac dinh Cha yéu dung trong cac hoat dong
xuit ban

Cach | Khong lam “thay doi” phuong tién | C6 thé tic dong nhé vé cam nhan téi

thuc | chtra phuong ti¢n chira
hién
Yéu | Giau duoc nhiéu thong tin nhat Chi can nhung it dit liéu
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Khong can quan tdm toi do bén cua
phuong ti¢n chtra

Khong thé quan sat dugc viéc gidu
thong tin

Khong kiém tra dugc néu khong co
khoa thich hop

Dit liéu nhung can phai manh

bam bao trude cac phuong phap nén
dir liu

Dit liéu nhung c6 thé nhdn thiy hay
khong nhan thay

Khong kiém tra duoc néu khong cod
khoa thich hop.

Hinh 1.3 14 so dd phén loai gidu tin duoc Fabien A.P.Petitcolas dé xuit nim

1999 [5].

Information Hiding (giau thong tin)

Steganography (gidu tin mat)

Watermarking (thuy van sd)

Robust copyright marking
(Thuy van bén virng)

Fragile Watermarking
(Thuy van “dé v&”)

Imperceptible watermarking

(thuy van an)

Visible Watermarking
(thuy van hién)

1.3. Mt s6 ing dung va xu huéng phat trién

Hinh 1.3: So d6 phan loai cac k¥ thuat gidu thong tin

Che gidu thong tin n6i chung c6 rat nhiéu tng dung tuy theo timg hoan canh cu

thé. Gidu thong tin bi mat gop phan thyc hién “tang hinh” cac phién lién lac, mot bo

sung 1y twdng cho cong tac bao mat thong tin. Dudi dy 1a mot s6 ung dung dang duoc

trién khai trén thé gidi:

o Bao vé ban quyén tac gia (copyright protection)

o Nhan thuc thong tin hay phét hién xuyén tac thong tin (authentication and

temper detection)
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o Gidu van tay hay dan nhén (fingerprinting and labeling)
o Diéu khién sao chép (copy control)
o Truyén thong tin mat (steganography)

1.4. Am thanh va céu tric lwu trir cia Am thanh

1.4.1. Song dm va cam gidc dm

Khi mdt vat dao dong vé mot phia ndo do, n6 lam cho cac 16p khong khi lién
trudc bi nén lai, va 16p khong lién sau dan ra. Su nén va dan khong khi nhu vay 1ap
di 1ap lai mét cach tuan hoan nén d3 tao ra trong khong khi mot song dan hoi. Song
nay truyén t4i tai, nén vao mang nhi khién cho mang nhi ciing dao dong vdi cing
tan s0. Khi mang nhi dao dong, cc vi tri phan biét ciia mang nhi trén bé mat giong
nhu né chuyén dong vé trude hay sau dap tng voi cac song am vao. Khi cting mot
thoi diém, ta nghe thiy nhiéu am, thi moi 4m thanh phéan biét nay duogc tron véi
nhau mot cach ty nhién trong tai gibng nhu mot hinh miu don cua ap suit khong
khi thay d6i. Tai va 6c 1am viéc cung nhau dé phan tich tin hiéu ndy nguoc lai
thanh nhiing cam giac vé 4m riéng biét.

1.4.2. Ma hoa &m thanh wave

Dt liéu &m thanh trong tap tin WAV la dang dit liéu &m thanh khong nén
(RAW data) dya trén dinh dang ma héa PCM (Pulse Code Modulation). Pinh dang
WAV c6 uu diém 1a cau tric don gian , chat lugng 4m thanh dugc bao toan, nhung
nhuge diém 1a dung luong file kha 16n. Néu duoc léy mau véi tan sb 44.1 kHz
(44100 1an/gidy), d6 phan giai 16 bit (tuong duong véi chat luong CD) thi 1 phat
am thanh sé& tiéu ton t6i 10 MB, nghia 1a mot bai hat khoang 5 phuat s& mat dung
lugng 50MB 6 cimg. Pho bién hon 14 cic chuan nén 4m thanh khéng bao toan ndi
dung (Lossy) nhu MP3, WMA, AC-3 ... mdc du am thanh khong con nguyén ven,
nhung chét lugng ciing twong d6i t6t, va dic biét chi chiém khoang 5MB cho mot
bai hat khoang 5 phut (bang 10% so v6i chuan WAV).

Trong pham vi ciia tng dung nay, vi mot s6 han ché, tmg dung chi hd tro file
WAV ma thoi. Trong twong lai, nhoém phat trién s& tiép tuc md rong dé hd tro cac

chuan nén thong dung hién nay nhu MP3, WMA. ..
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Trich mau

Hinh 1.4: Dinh dang t&€p wave

Ta da biét, song am la mot loat cac dao dong cua vat chét trong moi trudng

truyén am. Vao mdoi mot thoi diém nhat dinh, vat chit co6 mot bién do nhét dinh.

Tudng tuong nhu trong dao dong cua con lic ddng hd. Mdi luc con liac ¢ mot do

1éch nao d6 so vai vi tri can bang & chinh giira.

Khi muon dua &m thanh vao ma hoa trén may tinh, thi ta can phai xac dinh

bién d§ dao dong cua song am vao cac thoi di€ém khéac nhau. Viéc do goi 1a trich/lay

mau. Trong mot gidy phat ra am thanh, nguoi ta trich 1y mot sb mau bién d6 ma

dua vao dir liéu. Con sd 4y goi 1a tin sb trich mau (Sample rate). Thi du, ta mé

phan thudc tinh ciia mot tap tin 4m thanh va thay dé Sample rate = 44.1 kHz (44100

Hz) nghia 13 trong mot gidy trich mau 44100 1an. Mot didu dé nhan thiy 13 tin sb

trich mau cang cao thi &m thanh dugc ma hoa cang chinh x4c.

Hinh 1.5: Trich mau
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Hinh 1.5 minh hoa viéc trich mau. Puong mau xanh 1a d6 thi song am. Mbi
khung (14t cit) mau x4m 1 mot mau am thanh. Cac chdm do 1a cac gia tri (bién d6 dao
dong) s& dugc trich lay.

Chiéu sdu bit

Mot yéu t6 khéac ciing tac dong téi do chinh xac cta viée trich mau am thanh.
D6 1a chiéu sdu bit, trén bang thudc tinh tap tin WAV ghi 1a Audio sample size,
thuong 1a 8 hodc 16 bits. Ta biét, 8 bits 1a 1 byte, luu dugc 256 gia tri (tur 0 té1 255).
Con 16 bits 1a 2 bytes tirc 1 word, luu duoc 65536 gia tri (tir -32768 t6i 32767). S bit
cang 16n thi 4m thanh 1y miu cang chinh xac. Gidng nhu thang diém 100 s& chim

dung (chi tiét) hon thang diém 10 vay.
Kénh am thanh (Channels)

Am thanh chia ra 2 kénh trai-phai (6 diy khong ban t6i 4m thanh 4.1, 5.1 hay
7.1 gi d6...) kéu bang Stereo. Ciing c6 4m thanh chi mot kénh (ciing mot ludng dir lidu

di ra hai loa) 1a Mono.
Doi v6i am thanh hai kénh, cdc mau trich (sample) ciing phén ra hai kénh.
Kich thuéc méu trich
Cong thirc kich thudc mau trich (tinh bing byte) la:
LengthOfSample = Channels * AudioSampleSize / 8

1.4.3. Cdu tric tdp tin &m thanh

Thudc ho RIFF, mot tap tin WAV duoc chia ra thanh cac phén goi la chunk.
Phan dudi day liét ké cac chunk va ndi dung cta chung theo thur tu: vi tri , kich
thudc va mo ta.

s RIFF chunk

00 - 03 | 4 | Chudi "RIFF".
04 - 07 | 4 | S6 byte theo sau con sb nay, tie 1a kich thude idp tin - 8.
08 -11|4 | Chudi "WAVE".

FORMAT chunk
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= 12-15|4 | Chudi "fmt " (ky tu cudi 1a du khoang tring, ma ASCII 32).
16 - 19 | 4 | Kich thuéc FORMAT chunk, mdc nhién la 16.

20 -21 |2 | Dinh dang ma hoa am thanh, thuong la 1 (PCM).

22 -23|2 | S6 kénh, 1 (Mono) hay 2 (Stereo).

24 -27| 4 | Tan sb trich mau, tinh bé’mg Hz (mau/gidy).

28 - 31| 4 | SO byte dir liéu moi gidy.

BytesPerSecond = SampleRate * Channels * AudioSampleSize / 8.

~ 32-33|2]Sdbyte trong mdt mau trich.
BytesPerSample = Channels * AudioSampleSize / 8.
~ 34-35|2 | Chiéusau bit (AudioSampleSize), 1a 8 hoac 16.

<+ DATA chuck

~ 36 -39 |4|Chudi "data".

40 -43 | 4 | Kich thudc dir liéu am thanh.

DataSize = Samples * C~ha nnels * AudioSampleSize / 8. , X

— Samples la tong s6 mau trich (ThoiLuong Gidy * TanSoTrichMau).
~ 44 - cho t&i hét || Dit liéu 4m thanh.

Néu am thanh 14 2 kénh va 16 bits thi mdi mau trich c6 kich thudc 4 bytes: 2
bytes dau cho kénh trai, 2 bytes sau cho kénh phai. Néu 2 kénh va 8 bits thi mdi kénh 1
byte, mau trich 2 bytes. Néu 1 kénh va 16 bits thi mau trich ciing 2 bytes. Néu chiéu
sdu bit 13 8 thi kiéu dir liéu 1a BYTE khong dau (0 t6i 255). Néu 1a 16 thi kiéu di liéu
13 WORD (2bytes) c6 dau (-32768 téi 32767).

s Thir tw Byte

Dit liéu trén tap tin WAVE tuan theo quy tic Little-endian.

Thi du, ta c6 tan s trich mau bﬁng 44100 Hz. Gia tri 4 bytes, hé thap luc phan
ctia n6 1a 0x0000AC44 (mdi cap sb 1a mot byte). Trén tap tin, con s6 nay s& duoc luu
theo thir tu: 44 AC 00 00. Nhu vy goi 1a Little-endian. (Kiéu sap xép binh thuong goi

la Big-endian.)
1.5. So' d0 gidu tin va tach tin trong dir liéu Am thanh

So db tong quat qua trinh gidu tin va tach tin trong audio dugc mo ta tom tat

theo hinh 1.6.
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Aucio Content .

Data

Hinh 1.6. So dd tong quét gidu tin va tach tin trong audio

Trong do:
- Audio content: 1a dit liéu 4m thanh sd dau vao ban dau dung dé bao thong
tin

- Watermark Data: 1a dit liéu quan trong can gidu trong cac dit liéu Am thanh

- Watermark Embedder: bo chuong trinh gidu tin

- Watermarked Audio: 12 dit liéu 4m thanh sb d3 gidu tin

- Watermark Detector: bd chuong trinh tach thong tin da gidu trong audio

Watermark Data dem giéu c6 thé 12 mot doan vin ban, mot anh logo, mot doan
ma ID dinh danh nao do6 lién quan dén ban dit liéu sb che giéu nd hodc co thé lai 1a
mot doan 4m thanh s6 ngin nao d6 ... trong trudng hop mudn sir dung dir lidu am
thanh s6 dé gidu tin mat ta c6 thé gidu mot van ban mat (vai trang gidy dén vai chuc
trang gidu) dé trao d6i mat voi dbi tac dong minh ma khong mudn ddi tac thir ba can
thi¢p vao.
1.6. Ting @6 an toan cho thong tin dem gidu

Mic du gidu tin trong audio 1a v hinh so v6i cac phuong phap an toan bao mat
khac. Tuy nhién trong truong hop nghi ngd nguoi ta co thé sir dung phwong phap
thong keé tan suét hodc quan sat quy ludt ty nhién ctua cac tin hi¢u audio dé tach ra
duogc thong tin d3 gidu. Trong trudng hop nay dé ting tinh an toan cho thong tin dem

gidu nguoi ta c¢6 thé str dung phuong phap ma hoa cho thong tin mat trude khi gidu sir
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dung cac k¥ thuat ma hoa nhu RSA, Elgama, AES hodc DES... Cling c6 thé sir dung
phuong phap ma héa don gian d6 1 chuyén thong tin gidu sang chudi bit nhi phan, sau

d6 sy dung phép toan XOR cua chudi bit thong diép véi chudi khoa.
1.7. Panh gia chit hrgng Am thanh sau khi gidu tin

bé danh gia chat lugng cua tin hi¢u am thanh & d4u ra ctia bd ma ho4, nguoi ta
thuong st dung hai tham sd: Sai sé binh phuong trung binh — MSE (Mean Square
Error) va phuong phap hé sé ty 1¢ tin hiéu / tin hiéu nhidu PSNR (Peak Signal to
Noise Ratio).

MSE gitra tin hiéu géc va tin hiéu da gidu tin dugc tinh nhu sau:
1
MSE =~ iz (i — yi)*
O day:
X; biéu thi gia tri tin hiéu gdc
yi biéu thi gia tri tin hiéu da bi bién d6i
N la d6 dai cua tin hiéu &m thanh.

PSNR, don vi: deciben (dB), thuong duoc sir dung trong xt Iy tin hiéu sé:

PSNR = 10*log10 ("20-)

MSE
Thong thuong, néu PSNR > 35dB thi hé thong mét ngudi gan nhu khong phan
biét dugc sy khac biét giira tin hiéu gc va tin hiéu bi bién d6i dé gidu tin. PSNR cang
cao thi chat lwong cua tin hiéu cang it bi thay do6i so véi gdc. Khi hai tin hiéu giong hét
nhau, MSE s& bang 0 va PSNR di dén vo han.

19



Thuyét minh d¢ tai NCKH Chuong II. KY THUAT GIAU TIN TRONG AM THANH
Chuwong II. KY THUAT GIAU TIN TRONG AM THANH

Trong chuwong nay trinh bay mot s6 ky thuat gidu tin ma tac gia da tim hiéu bao
gdm k¥ thuat gidu tin trén bit c6 trong sd thap nhit LSB (Least Significant Bit) cua tin
hiéu audio va k¥ thuét thity van trén mién bién ddi tan sb cho phép gidu vin ban, anh
nhi phan, anh xdm hay mdt doan audio nao do6. Trong chuong nay nhém tac gia cling
dé xuat mot phwong phép gidu tin vin ban trén tin hiéu audio dya vao sy két hop cua 7
bit MSB (Most significant bit) va 4 bit LSB, nhung chi lam thay dbi 1 dén 2 bit LSB

ctia tin hiéu gbc khong giy ra qua nhiéu thay dbi gi tri cua tin hiéu gdc.
2.1.K¥ thuét gidu tin trén bit c6 trong sé thap LSB (Least Significant Bit)

Phuong phap giu tin trén bit c6 trong sb thap hay con goi 1a phuong phap ma
hoa LSB (Least Significant Bit) Ia phuong phap nhang bit théng tin vao cac bit co
trong s thap cua dir liéu audio.

Gia st moét tin hiéu A = 218 ng véi gia tri 8 bit nhu hinh 2.1, khi d6 bit bén
trai nhat (c6 gia tri 1) duoc goi 1a bit c6 trong sé 16n nhat MSB (Most significant bit),
va bit bén phai nhat (co gia tri 12 0) duoc goi 1a bit c6 trong s6 thap nhat LSB (Least
significant bit).

MSB 1 1 0 1 1 0 1 0 LSB

Hinh 2.1. Gia tri 8 bit cua tin hiéu A = 218

Vi bit c6 trong sd thap nhat khi thay doi gia tri tir 0 sang 1 hodc tir 1 sang 0 s&
khong 1am thay d6i nhiéu gia tri gbc ban dau. Do vay khi nhing thong tin mét vao tin
hiéu audio nguoi ta thudng nhiing vao bit ¢6 trong sd thap nhat nay dé khong lam anh
huong dén truc gidc ctia ngudi nghe.

Gia str mudn gidu mot bit ¢6 gia tri 1 vao tin hiéu A thi ta dugc tin hiéu méi B =
219 tng v6i gia tri 8 bit nhu hinh 2.2. Nguoc lai mudn gidu mét bit c6 gia tri 0 vao tin
hiéu A thi ta duoc tin hiéu méi C =218 (giit nguyén gia tri ban dau) Gmg véi 8 bit nhu

hinh 2.3, diéu nay trong gidu tin duoc hiéu 13 ngdm dinh di gidu.
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Hinh 2.3. Gia tri 8 bit cua tin hiéu C=219 sau khi giéu bit 0 vao LSB cua A
Trong trudng hop tin hiéu audio duoc ldy mau véi tan sb 14y mau 1a 44100Hz
thi tin hiéu audio c6 thé biéu dién dudi dang 16 bit, khi d6 nguoi ta c6 thé gidu thong
tin dén 8 bit ¢ trong sd thap thay vi 1 bit ¢ trong sé thip nhu so do trong hinh 2.4

[9].

Hai Tin hi¢u audio co s& Chudi bit théng diép
10111001 1110 1111 11000110 (0010 0011
011001110101 1101 I
1011 1001 0000 0000 1011 10012 11000110 J
> |
01100111 0000 0000 01100111 0010 0011 |€*—
Hai tin hiéu audio co s0, Hai tin hiéu audio co
sau khi x6a 8 bit LSB s& da mang thong diép

Hinh 2.4. So d gi4u tin trén 8 bit LSB cua tin hidu audio co s&

Véi truong hop nay co6 thé giai thich vi sao né van co thé duge sir dung phod
bién trong trao doi thong tin mat vi do thi giac ctia con ngudi kho phat hién ra sy khac
biét v6i cac tin hiéu c6 tan s 4m thanh thip (nhé hon <250Hz) [6-8], do viy nguoi ta
c¢6 thé lya chon gidu trén nhiéu bit LSB dé ¢ thé trao doi nhiéu thong tin mat trong
mot tép audio nao d6 trong qué trinh truyén di.

Dé tang d6 an toan cho qua trinh gidu tin va tach tin ngudi ta c6 thé chon sb
luong bit LSB dung dé gidu tin sao cho pht hop nhat ma khong anh huong dén chat

lugng 4m thanh ban dau.
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Thuat toan gidu tin va tach tin trén K bit LSB cta tin hiéu thoi gian thyc (tin

hiéu co s0) trinh bay chi tiét duéi day.
2.1.1. Thudgt todn gidu tin:
Piu vao: Audio gbc A c6 do dai tin hiéu L, chudi tin can gidu M.
Piu ra: Audio di giu tin.
Cac buoc thuc hién:

Buoc I Poc audio vao A, dya vao tan s6 lay mau va cac thong so lién
quan dén cau truc luu trir cua tép audio ta dugc vector gia tri cua tin hi€u

mau luu vao mang moét chiéu dé thuc hién giau tin.

Buéc 2: Thyc hién chuyén doi chudi tin can gidu M sang chudi bit nhi

phan dé c6 thé gidu vao audio, tinh do dai s6 bit thong diép luu vao L.

Buéc 3: Chon gia tri k phu hop nhat (ttrc 1a chon s bit LSB cua tin hiéu

audio s€ giau tin)

Buoc 4. Dua vao k duoc chon ¢ budc 3, thuc hién giéu L (46 dai bit
thong diép) vao LSB ciia ba tin hiéu dau tién hodc cudi cung cua tin hiéu

audio dé phuc vu tach tin.

Buoc 5. Dya vao k da chon va d6 dai L cua thong diép ta thuc hién chia
chudi bit thong diép thanh cac chudi con c6 do dai k bit. Mdi chudi con
nay s& duoc thay thé vao k bit LSB ctia L/k tin hiéu audio dé c6 thé giau
da L bit thong di¢p.

Buée 6: Luu lai cac tin hiéu audio vao tép audio két qua ta duoc audio da

gidu tin S.

2.1.2. Thudt toan tach tin:
Piu vao: Audio da giau tin S.
Piu ra: Thong diép da gidu M.

Cac buorc thuc hién:
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Bude 1: Poc audio vao S, dua vao tan sb léy mau va cac thong sb lién
quan dén cAu trac luu trit cia tép audio ta dugc vector gia tri cua tin hi€u
mau lru vao mang mot chiéu dé thuc hién tach tin.

Burée 2: Cho biét gia tri k (sb bit LSB di gidu tin).

Buéc 3: Tach ra do dai bit L di gidu trén ba tin hiéu dau tién hodc cudi

cung cua tin hi¢u audio.

Buéc 4: Thuc hién tach k bit LSB cua L/k tin hiéu da gidu tin ghép lai

thanh chudi bit, ta dugc chudi bit di gidu.

Buée 5: Chuyén d6i chudi bit di tach vé dang ban dau ta duoc thong

diép can tach.

Thong di¢p ban dau can giéu ¢ thé 1a van ban, dir liéu anh hodc 13 mot doan

audio nao d6. Trong hinh 2.4 1a mot minh hoa cho truong hop sé bit LSB cua tin hiéu

audio dung dé gidu tin ing voi k=8.
2.2.K¥ thuit gidu tin anh x4m trén tin hiéu audio (LSB ning cao)

Pay 1a k¥ thuat duoc tac gia Pradeep Kumar Singh va cong sy dé xuat nim
2010 dya trén phuong phap cai tién phwong phap gidu trén LSB cta tin hiéu 4m thanh
[10]. Phuwong phép nay ap dung dé gidu anh xam trén tin hiéu audio bang cach sir dung
7 bit quan trong nhat MSB cua céc tin hiéu audio dé giau cac diém anh, quét 1an luot
c4c tin hiéu audio so sanh chudi bit nhi phan cua diém anh vai 7 bit MSB cua tin hiéu

audio:

+ Néu gia tri mot diém anh can gidu (chuyén sang chudi nhi phan) tring véi 7
bit quan trong nhat MSB ctia tin hiéu audio thi viét vi tri twong tng vao 3 bit LSB cua
tin hiéu audio 1a 1 dé danh d4u d3 gidu mot diém anh vao tin hiéu nay.

+ Néu gi4 tri diém anh can gidu khong trung véi 7 bit MSB thi thay thé 3 bit
LSB cuia tin hiéu audio déu bang 0 dé danh ddu khong gidu diém anh & tin hiéu nay.

Qua trinh gidu diém anh s& thuc hién tiép cho cac diém anh tiép theo trén cic
tin hiéu audio cho dén khi gidu hét cac diém anh vao audio. Néu khong quét dén hét
audio ma van con diém anh chua gidu thi théng bao anh qua 16n dé gidu vao audio.

Dudi day trinh bay chi tiét thuat toan gidu tin va tach tin.

2.2.1. Thudt todn gidu tin:
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Piu vao: Audio gbc A c6 do dai tin hiéu L, anh xdm can giau 1.
Piu ra: Audio di gidu tin.

Cac buoc thuc hién:

Buée 1: Poc anh can gidu va chuyén doi gia tri cac diém anh sang chudi
bit nhi phan. Luu s6 hang va sb cot cta anh theo phuong phap nao d6 dé
phuc vu khi khéi phuc lai anh (co thé su dung céc tin hiéu dau tién hodc
cudi cung cua audio dé gidu gia tri sb hang va sd cot cua anh).
Buée 2: Poc audio dung dé che gidu anh.
Burée 3: Chon cc tin hiéu audio va so sanh 7 bit MSB véi 7 bit diém anh
can gidu, néu trung thi danh gidu vao 3 bit LSB cua tin hiéu audio bang 1
va chuyén sang gidu diém anh tiép theo, néu khong tring thi ddnh giau
vao 3 bit tin hiéu audio bang 0 (nghia 1a khong thé gidu vao) chuyén
sang tin hiéu tiép theo dé tim tin hiéu thao man.
Buéc 4: Lap lai bude 3 cho dén khi gidu hét cac diém anh, néu sau khi
duyét hét cac tin hiéu ma van con diém anh chua giau thi thong bao “anh
khong thé giau vao audio nay” nguoc lai thong bao “Giau thanh cong”.
Buée 5: Néu qua trinh “Gidu thanh cong” luu tin hiéu audio vao tép

audio ta dugc audio da giau tin.
2.2.2. Thudt todan tach tin:
Piu vao: Audio da giau tin S.
Piu ra: Anh da gidu 1.
Cac buoc thuc hién:

Buée I: Poc audio vao S, tach ra gid tri s6 hang va sb cot di gidu vao
audio theo budc 1 clia qua trinh gidu tin.

Bude 2: Kiém tra 1an luot céac tin hiéu audio, néu 3 bit LSB cua tin hiéu
déu khac 0 thi tach ra 7 bit MSB cua tin hiéu ta dugc diém anh d3 giau.
Buée 3: Thyc hién 1ap lai bude 2 cho dén khi tach hét cac diém anh da

giau.
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Bude 4: Dua vao sb hang va s6 cot cta anh ta ¢ thé khoi phuc lai dugc
anh ban dau di gidu vao trong audio.

Ky thuat gidu tin va tach tin anh gidu trén audio c6 thé minh hoa theo hinh 2.5.
sau day.

Theo nhan dinh ctia nhom nghién ctru ching t61 thi véi thuat toan LSB nang
cao nay cua Pradeep Kumar Singh va cong su chung ta c6 thé gidu cac diém anh xam
vao cac tin hiéu audio nhung chi 1am thay d6i dén 3 bit LSB cua tin hiéu. Tuy nhién
phu thudc vao anh can gidu va tin hiéu audio c6 d6 dai khac nhau ma khong phai anh

nao cling c¢6 thé giau vao trong audio.

Chudi bit cac diém anh

Tin hi€u audio goc

1101 010001100101 11010101111011

1001010001101101

1101011001100100

1111011001101101

l

1101010001100111 |

1001 010001101000

1101011001100000

111101100110 1111 |4

Tin hi¢u audio da giau tin

Hinh 2.5. Minh hoa k¥ thuét gifiu anh trén tin hiéu audio
2.3.Pé xuit phwong phap gidu viin bian két hop MSB va LSB ciia tin hi¢u audio

Duya vio k¥ thuat gidu anh xam cua tac gia Pradeep Kumar Singh va cong sy dé
xuét nim 2010 trinh bay trong muc 2.2. Tc gia cua dé tai nghién ciru nay thiy ring co
thé cai tién ap dung cho phuong phap giau thong tin vin ban vao tin hié¢u audio bang

cach két hop MSB va LSB chi tiét nhu sau day.
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Nhu ching ta da biét thong tin van ban 1a dang thong tin c¢6 ndi dung toan vin
ban ky tu va sb don thudn, trong ndi dung khong chira cac thong tin bang biéu hay do
hoic... v6i nhitng théng tin nay khi luu trir trong may tinh ching ta c6 thé luu trong
cac tép text ciia NotePad (*.txt) hoic WordPad (*.rtf). Mdi ky tu luu trong tép ing véi
mot ma ASCII c6 gia tri 1a 1 byte (gia tri tir 0 dén 255) nhung chi c¢6 128 ky tu dau la
hay dung, con lai 1a cac ky ty mo rong. Cac ky ty ¢6 ma tir 0 dén 31 goi 1a cac ky tu
diéu khién, khong in ra duoc, dugc dung dé diéu khién cac thiét bi ngoai vi, chang han
ky tu c6 ma 1a 7 dung dé tao mot tiéng kéu bip, ky tir c6 mi 1a 13 dung dé chuyén con
tré man hinh xubng dau dong duéi...do d6 dé truyén thong tin mat dudi dang vin ban
dic biét van ban tiéng Anh ta chi can sir dung cac ky tu tir 32 dén 127 13 c¢6 thé biéu

dién du noi dung can trao doi.
2.3.1. Phwong phap 1

Véi nhan xét trén tac gia xin dé xuit phuong phap gidu vin ban trong tin hiéu
audio bang cach st dung 7 bit/tin hiéu dé an dit liéu ma it c6 sy thay d6i cua tin hiéu
audio gdc. Cu thé doan vin ban duoc chuyén d6i thanh ma ASCII, st dung 7 bit ma
ASCII ctia mdi tin so sanh véi 7 bit cao MSB cuia c4c tin hiéu gdc, néu gip tin hiéu
nao tring khop, ta sé danh dau sy c6 mit cia dir liéu trong mot tin hiéu cu thé bang
cach st dung 4 bit LSB, theo nguyén tic diéu chinh sb bit 1 trong 4 bit LSB 1a s6 1é.
Trong trudong hop 7 bit cao MSB cua tin hiéu gdc khong tring khép vai 7 bit cia tin
gidu ta s& diéu chinh sb bit 1 trong 4 bit LSB cua tin hiéu 1a s chin dé danh dau tin
hiéu nay khong gidu tin. Qua trinh gidu s& lap lai cho dén khi gidu hét cac ky tu cia

thong diép.

Qua trinh tach tin dugc thuc hi¢n bing cach kiém tra 4 bit LSB cua tung tin
hiéu audio, néu s6 bit 1 ctia 4 bit nay 1a 1¢ thi tach ra 7 bit MSB dugc ky tu di gidu,
nguoc lai néu sb bit 1 1a chin thi bo qua va thuc hién kiém tra tiép cac tin hiéu tiép
theo.

Hinh 2.6 dudi ddy minh hoa phuong phap gidu ky tu ‘N’ va ‘O’ trong tin hiéu
audio bang cach so khdp 7 bit MSB va diéu chinh 4 bit LSB khi gidu vao tin hiéu.
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Chudi bit ctia cac ky tu vin ban

Tin hiéu audio gdc Kyty ‘N* Ky ty O’

1001 010001101001 10011101001111

1001110001101101

100111100110 1001

1111011001101101

l

11010100 0110 HO0H

100111000110 1101 |eE—

100111100110 1000 |«

11110110 0110 0N

Tin hiéu audio da giau tin

Hinh 2.6. Minh hoa k¥ thuét gidu van ban dya vao7 bit MSB va 4 bit LSB cua tin hiéu audio

Véi phuong phap gidu tin nay ching ta khong 1am thay d6i qua nhiéu s bit
LSB nhu k¥ thuét gidu anh cdp xam trong audio da trinh bay trong 2.2, v6i phuong
phap gidu d6 co thé dé dang bi tin cong bang phuong phap théng ké LSB. O day khi
cai dat ching ta ¢ thé diéu chinh sir dung 2 hodc 4 bit LSB dé kiém tra tinh chén 1&

ctia bit 1 trong chudi.
2.3.2. Phwong phap 2

Phuong an khéc trong truong hop s6 luong ky tu can gidu vao audio quéa nhiéu
trong khi sd cac tin hiéu c6 7 bit MSB trung khdp v6i 7bit cua ky tu khong du thi
chung ta c6 thé st dung phuong an chi so khdp 4 bit ctia ky tu v6i 4 bit MSB ciia tin
hiéu audio néu tring khép ta thay thé 3 bit cudi ciia tin hi¢u bang 3 bit cudi cia ky tu.
Con trong truong hop khong trung khép ta diéu chinh 3 bit LSB cua tin hiéu déu bang
0 dé danh dau tin hiéu nay khong gidu thong tin. Do d6 trong truong hop tach tin
chung ta chi viéc kiém tra 3 bit LSB néu déu bang 0 1a khong gidu tin, nguoc lai ta
tach tin gidu bang cach lay 4 bit MSB ghép véi 3 bit LSB dugc ky tu da giau.
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Chudi bit ctia cac ky tu vin ban

Bon tin hiéu audio goc Kytu ‘N” Ky tu ‘O

1001 010001101101 10011101001111

1001110001101101

100111100110 1001

1111011001101101

|

110101000110 1008

100111000110 1110 |*

100111100110 1111 |¢

111101100110 1008

Bon tin hi€u audio da giau

Hinh 2.7. Minh hoa k¥ thuéat giéu van ban dua trén 4 bit MSB va 3 bit LSB cua tin hi¢u audio
Tuy vao truong hop voi sé luong ky tu gidu cu thé ma ching ta c6 thé gidu dua

vao 4 dén 7 bit MSB dé c6 thé gidu thong tin van ban. Thuét toan giu tin tuong tu

nhu d3 trinh bay trong muc 2.2 nén ¢ muc nay tac gia khong trinh bay chi tiét thuat

toan giu tin va tach tin.

2.4.K¥ thuit thity van so trén mién bién ddi ciia tin hiéu audio

bay la k¥ thuat do nhom tac gia C.J. Ganier, Randall Holman, Julie Rosser va
Erik Swanson dé xuat. Theo nhém tac gia nay thi hé thong thinh giac cta nguoi trudng
thanh co thé phan biét dugc tin hi€¢u am thanh trong khoang tir 4kHz dén 18kHz, cac
tin hiéu thép nhd hon 4kHz tai nguoi kho co thé nhan biét. Trong thuc té cac tin hiéu
thip nho hon 4kHz khong “duoc st dung”, do d6 nhom tac gia sir dung tin hiéu nay dé

nhung thuy van [9].
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K§ thuét thity van sb trén mién bién ddi 1a phwong phap thay vi gidu truc tiép

trén cac tin hi¢u mién thoi gian thuc thi cac tin hi€u s€ dugc bién déi sang mién tan so

sau d6 méi chén thong tin can gidu vao. Tong quat ctia phuong phap c6 thé mo ta qua

so d6 trong hinh 2.8.

| .| s, . M. . b e s s s . — — — — — — —

Base 'r Recovered
Signal Signal
| LPF (x )it | BPF—{ X ) LPF [
Message | o f cos(wt)
‘r BPF \ ﬁ- / !
| | I
Transmitter  COS(Wl) . Receiver

Hinh 2.8. So db tong quat gidu tin va tach tin trén mién tan s [9]

Theo so d6 2.8 thi tin hiéu vao dung dé che giau thong tin goi 13 tin hiéu co s6
(Base Signals), tin hiéu sau khi dd gidu thong tin goi 13 tin hiéu mang tin (Combined
Signals). Bo LPF (low pass filter) 13 bo loc thong thap, 1a bo loc chi cho thanh phan
tan s thap hon tan sb cat di qua, thanh phan tan s6 cao thi bi loai bo, BPF (Band pass
filter) 14 bo loc thong dai, 13 b loc chi cho cac thanh phan c6 tan sé trong mot dai di
qua thoi, cac thanh phan bé hon va 16n hon thi loai bo. Bo cos(wt) 14 bd diéu chinh tin
hiéu st dung phép toan cosine. Bo = 1a bd két hop tin hiéu co so vé6i tin hiéu thong
diép.

Quy trinh gidu tin duoc mo ta tom tit nhu sau: gia sir ¢ tin hiéu vao dé che
gidu thong tin (goi 1a tin hiéu co so) va thong diép (gia st ciing 1a mot doan tin hiéu
audio nao d6) can duoc che gidu. Khi d6 bién ddi tan sb Fourier cta hai tin hiéu nay

duogc biéu dién lan lugt trong hinh 2.9 a) va b).
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LG

3 Pt e - e m———

a) b)
Hinh 2.9. Bién d6i tan s Fourier ctia tin hiéu co s va tin hiéu thong diép
Tiép theo ching ta thyc hién loc st dung b loc thong thép LPF dén 18kHz cho
tin hiéu co s, s& loai bo trén 4kHz (két qua nhu hinh 2.10 a). Sir dung bd loc théng
giai BPF cho tin hiéu thong diép véi giai loc tir 300Hz dén 3.3 kHz (két qua nhu hinh
2.10Db).

Hinh 2.10. a) Tin hiéu co s¢ sur dung bo loc LPF, b) tin hiéu thong diép sir dung BPF

Bay gio chiing ta thyc hién diéu chinh tin hiéu thong diép (di loc) str dung bién
d6i cosine vi tan s6 mang 20kHz. Két hop tin hiéu co s& (di loc) véi tin hiéu thong

diép sau khi diu chinh ching ta nhan duoc tin hiéu méi c¢6 gidu thong tin (hinh 2.11).
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Hinh 2.11. Tin hiéu di mang thong tin giau.

Qua trinh tach tin dugc thuc hién nguoc lai, str dung loc thong giai BPF cho tin
hiéu d4 mang tin dé tach ra giai thong cua tin hiéu thong diép da gop trong tin hiéu co
s6. Két qua sau b loc BPF s€ duogc diéu chinh st dung b cos(wt) béng phép cosine
ta duoc tin hiéu sau diéu chinh, tin hiéu ndy s& duoc str dung bo loc thong thip LPF dé

dugc tin hiéu thong diép da gidu, két qua hinh 2.12.

o’

- 'y " - - — - -
“’!“}L e 1 ! ‘%.\ M

1 i5
Tera

Hinh 2.12. Tin hiéu thong diép sau khi tach ra
Thuét toan gidu tin va tach tin trén mién bién d6i nhu trinh bay sau day.
2.4.1. Thudt todn gidu tin:
Piu vao: Audio gbc A cb d6 dai tin hiéu L, audio can gidu M.
Pau ra: Audio da giau tin.
Cac buoc thuc hién:

Buoc I: Poc audio vao A, dya vao tan s6 lay mau va cac thong sé lién

quan dén cau truc luu tritr cua t€p audio ta dugc vector gia tri cia tin hi¢u
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mau, bién doi Fourier cho tin hiéu vao (khong bién d6i 3 tin hiéu audio
cudi cung dé gidu d6 dai thong diép)

Buée 2: Poc audio can gidu M, tinh d6 dai sb tin hiéu cia M duogc gia
tri L, lwu vao 3 tin hiéu cudi cung cua audio vao A dé c6 thé tach ra M
trong qué trinh tach tin. Thyc hién bién d6i Fourier cho tin hiéu thong
diép M.

Buoc 3: Thyc hién loc st dung bo loc thong thép LPF dén 18kHz cho tin
hiéu co sé.

Buoc 4. Str dung b loc thong giai BPF cho tin hiéu thong di¢p véi giai
loc tr 300Hz dén 3.3 kHz.

Buée 5: thue hién diéu chinh tin hiéu thong dié€p (da loc) str dung bién
d6i cosine voi tan s6 mang 20kHz. Két hop tin hiéu co so (di loc) véi tin
hiéu thong diép sau khi diéu chinh ching ta nhan dugc tin hiéu mdi céd
gidu thong tin.

Buéc 6: Luu lai cac tin hiéu audio da gidu tin vao tép audio két qua ta

duogc audio da gidu tin S.
2.4.2. Thudt todn tach tin:
Piu vao: Audio da giau tin S.
Piu ra: Audio thong diép di gidu M.
Cac buorc thuc hién:

Buée I: Poc audio vao S, dua vao tan sb léy mau va cac thong s6 lién
quan dén cau trac luu trix coa tép audio ta dugc vector gia tri cua tin hiéu
dé thuc hién tach tin.

Buéc 2: Tach ra do dai tin hiéu L d3 gidu trén ba tin hiéu dau tién hoic
cudi cung cua tin hiéu audio.

Buée 3: Str dung loc thong giai BPF cho tin hiéu da mang tin dé tach ra

giai thong cua tin hiéu thong diép da giu.
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Buée 4: Piéu chinh tin hiéu st dung bd cos(wt) bang phép cosine ta
duoc tin hiéu sau diéu chinh, tin hiéu nay s€¢ dugc st dung bd loc thong
thap LPF ta dugc tin hiéu thong diép da giau.

Buée 5: Két hop v6i d6 dai tin hiéu L di gidu ta duoc audio théng diép.
Thuét toan trong k¥ thuan nay phu hop véi phuwong phap thuy van sé dung dé
giéu mot doan audio vao audio co sé muc dich bao vé ban quyén s6 dbi voi dir liu Am

thanh.
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Chuwong I1I. CAI PAT, THU NGHIEM VA PANH GIA

3.1. Mdi trweong cai dit va mot sb giao dién chwong trinh
3.1.1. Méi trwong cai dat

Chuong trinh giau tin trong audio duoc thyc hién trén méi truong Matlap phién
ban 2008b. Mdi truong nay hd trg nhiéu tinh ning lién quan dén doc va luu dir licu
audio vi vay giup giam thiéu viéc xtr Iy vao ra ddi vé6i cac tép audio.

Hé diéu hanh t4i thiéu dé co thé sir dung Matlab phién ban 2008 13 hé diéu hanh
Win7, Window Vista hoac WinNT.

3.1.2. Giao dién chwong trinh

Sau day 12 mot sb ctra s6 giao dién chinh cta chuwong trinh. Cira s6 chinh cua
chuong trinh (hinh 3.1) ¢6 2 module chinh 1a: module cac k¥ thuat gidu tin mat va
module cac k¥ thuét thuy van sd. Cac hinh tiép theo 1a vi du minh hoa chi tiét thuc

hién ctia mot s chirc ndng giau tin, tach tin cu thé.

[ )| Figure 284.005005: Chuong trinh giau tin va phat hien anh co giau tin = “ ;
Giau tin mat (Steganography) | Thuyvan so (Watermarking) | He thong | Thoat N

GIAU TIN MAT VA THUY VAN SO TRONG AUDIO

72 CRAAE 2
\&t\‘.‘g _";‘w———,
c'?\@‘»—-:x
S
&
T - - .
AN S

Nhém tic gia:

- Hé Thj Hweng Them

= Trinh Thj Ngoc Hwong
- Nsuyén Thj Thu Ha

Hinh 3.1. Giao dién chinh cua chuong trinh
Nhém chire ndng Gidu tin mdt (Steganography) gom:

+ K¥ thuat gidu tin vin ban: Gom c6 chirc nang gidu ndi dung dang vin ban cd

thé go truc tiép trén giao dién hodc doc vao tir mot tép *.txt luu trong may tinh;
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+ K§ thuat gidu tin mot tép tin bat ky: Cho phép giau thong tin tir mot tép bat

ky luu trong may tinh.

)| Figure 205.002319: Chuong trinh giau tin va phat hien anh co giau tin =5 n
\ Giau tin mat (Steganography) | Thuy van so (Watermarking) | He thong | Thoat ™|
Giauvan ban » |
Giau tep batky » Giau tin

Gl mae MAT VA THUY VAN SO TRONG AUDIO

S m N
.@ =

(%/ .
AT RN
- T Nhom tic gid:

- Hé Thj Heeng Them

= Trinh Thj Ngoc Heeng

- Nguyén Thj Thu Ha

Hinh 3.2. Giao dién chinh véi module chirc ning gidu tin mat (Stegangraphy)

Nhém chike nang Thiiy van s6 (Watermarking) gom:

+ Thay van mot audio trén audio: c6 thé giau trén mién bién doi Fourier hoac

gidu trén LSB ciia mién thoi gian thuyc.

+ Thay van mgt 4nh nhi phan trén audio

+ Thiy van mgt 4nh xam trén audio

Figure 284.005127: Chuong trinh giau tin va phat hien anh co giau tin = =
Giau tin mat (Steganography) || Thuyvan so (Watermarking) ] He thong | Thoat N

Thuy van mot Audio tren mien bien doi »
A | Thuy van mot Audio tren LSB b le
GIAU TIN M Thuy van mot Anh nhi phan » Giau tin G AUDIO

Thuy van mot Anh xam 4 Tach tin

Nhém tic gia:

- Hé Thj Heong Them

= Trinh Thj Ngoc Hwong
- Nguyén Thj Thu Ha

Hinh 3.3. Giao dién chinh v&i module chirc ning Thily van s (Watermarking)
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Duéi day 1a giao dién gidu tin vin ban va tach tin trén LSB cua tin hiéu audio.

<\ Giau mot tep van ban tren LSB cua tin hieu am thanh = =

KY THUAT GIAU TREN LSB - GIAU VAN BAN TRONG AUDIO

Cho biét tén audio géc D WCKHWGIAUTIN AUDIOWater_audio\cl_small.wav

) ) = P P — -
Cho biét thoug tin gidu Chiéu nay dja diém cld nhé

e - Pt L
Che biét audio két qud D:INCKHIGIAUTIN AUDIOWvater_audiolg. wav

Da giau tin xong !!!

Thec hién giau tin Khéi tao Theit

— Audio gdc — Audio gidu tin
1 1

2 2
Play Stop 5 10"—‘ Flay Stop 53 105
Hinh 3.4. Giao dién giau tin van ban trén LSB cua Audio
= Giau mot tep van ban tren LSB cua tin hieu am thanh = =

TACH THONG TIN GIAU TREN TiN HIEU AUDIO

Tén audio dd gidu tin D: INCKHIGIAUTIN AUDIOWater_audiolkg.wav

Thec hién tichtin | Khéi tao Thoat ‘

Pa tach tin xong !!!

= . . Chiéu nay dia didm ci nhe ~
Théng tin tich dwigc ’ Save as

— Audio dd gidu tin
1 T T

1.5

Flay Stop X 10‘5

Hinh 3.5. Giao dién tach tin vin ban d gidu trén LSB cua Audio
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Dudi day 1a giao dién thuy van va tach thiy van trén LSB cua tin hiéu audio

Cho bi¢t tén audio gdc
Anh nhj phin cin gidu

Cho biét audio két qua

Giau mot anh nhi tren tin hieu am thanh

THUY VAN ANH NH] PHAN TRONG AUDIO

D:MCKHWGIAUTIM AUDIOWater_audiolinput-wav-originals\Whac_khongloilimpher|

D MCKHWGIAUTIN AUDICWwater _audio\NH_Mhiphanwmu_logo_nho bmp

D WCKHWGIAUTIN AUDIOWyater_audio\output_wavinhac_khongloi_nhiphantinstru| .

Da gidu tin xong 1!

Thw'c hién gidu tin

Khéi tao Thodt |

— Audio gdc

— Audio gidu ti

1

- oI

— Anh cdn gidu

P e N

AN
Y
Vi
v
I

Play Stop

x10 Flay

Stop x10°

Hinh 3.6. Giao di¢n thiy van mét anh nhi phan trén LSB cua Audio

Tén audio di gidu tin

Tach anh da giau tren LSB cua tin hieu am thanh

TACH ANH GIAU TREN LSB CUA TiN HIEU AUDIO

D NCKHVGIAUTIN AUDIOwater_audioloutput_wavinhac_khongloi_nhiphan'instr.| ___

Dd tdch tin xong !

— Anh tdch dude

~ SN

Thw'c hién tich tin

Khéi tao Thoit

— Audio da gidu tin

b(«
%
N

Play

. 25 Q
Stop &

x 10

P

e

Liu...

0 \
Y

g
I

Hinh 3.7. Giao dién tach thuy van mot anh nhi phan trén LSB cua Audio

Dudi ddy 14 giao dién thiy van va tach thuy van 12 mot tin hiéu audio tin hiéu bién doi

cua audio goc.
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)] Giau mot anh nhi tren tin hieu am thanh = =

GIAU AUDIO TRONG AUDIO

Cho biét tén Audio goc DINCKHIGIAUTIN AUDIOWater_audiolcl_smalll2. wav

Che biét tép Audio can gidu D:INCKHIGIAUTIN AUDIOWvater_audio\Audio_record_mark\oice_camiytrinhbay.|
e - n " - I3

Cho biét tén t¢p Audio két qud DrNCKHIGIAUTIN AUDIOWater_audiollg wav

Dé gidu tin xong !

Thec hién giau tin Khéi tao Thoat
— Audio gdc — Audio gidu tin
1 Audiocdngidy ————————————— 1
0 —qm—u 0
1 . 0 5 10 1 .
0 2 4 6 8 4 0 2 4 6 8
= Play Stop 5
Play Stop x10° Play Stop x 10°
Hinh 3.8. Giao dién thiy van mét audio trén tin hi€u bién doi ciia Audio goc
<) Tach anh da giau tren LSB cua tin hieu am thanh = =
TACH TIN HIEU AUDIO GIAU TREN TIN HIEU AUDIO
Tén audio dd giau tin D:INCKHIGIAUTIN AUDIOWvater_audiotkg.wav

Dd tdch tin xong !

Thwc hién tich tin | | Khéi tao Thoit

— Audio da gidu tin

— Mnh weh duac
E 05
i 0 —'—.—b—
-0.5 :
T 0 5 10
Play Stop
Play Stop " 105 ® 10

Hinh 3.9. Giao dién tach thuy van 1a mot audio trén tin hiéu bién d6i ctia Audio
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Cho bict tén audio g6

Cho bict audio dd gidu tin

Giau mot anh nhi tren tin hieu am thanh

DPANH GIA Ti LE NHIEU PSNR GIUA AUDIO GOC VA AUDIO GIAU TIN

D WNCKHWGIAUTIN AUDIOWater_audiolinput-wav-originals\Nhac_khongloilmpher|

D MCKHWGIAUTIMN AUDIOWater_audioloutput_wavinhac_khongloi_nhiphaniinstrul|

TINH PSNR

Khéi tao Thoat

PSNR:

70.92% dB

_) |

— Audio gidu ti

— Audio gdc

0.5

1.5

Hinh 3.10. Giao dién tinh thay ddi nhiéu PSNR ciia audio gbc va audio giau tin

3.2. Thir nghiém

3.2.1. Tap dir li¢u thir nghi¢m
Tap dit liéu 4m thanh ding dé thir nghiém bao gdm 10 tép 4m thanh trong do:
+ 5 t€p am thanh loai nhac khong 101,
+ 5 t€p am thanh loai nhac c6 101

Bdng 3.1. Biéu db tin hiéu cta cic 4m thanh dau vao

Nhac c¢o loi

STT Nhac khong loi
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2

(DRt WA

Du liéu thong diép gém: doan am thanh nao do, t¢p van ban bat ky, anh nhi

phan, anh cip xam.
3.2.2. Thuc hién thir nghiém

Tién hanh thir nghiém dé gidu tin cho tap dit liéu tin hiéu 4m thanh (gébm 10
tép), cho ting trudng hop sau d6 danh gia chat lugng cta tin hiéu am thanh sau khi
gidu tin bang PSNR ta duogc cac két qua cho timg trudng hop nhu sau:

+ Truong hop 1: gidu anh nhi phéan (c6 kich ¢& 337 x 336 pixel tng véi 113 232
bit, hinh 3.11) trong tip audio st dung k¥ thuat gidu LSB (trinh bay trong muc 2.1),
cho phép thay doi 4 bit LSB ta duoc bang két qua 3.2.
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Hinh 3.11. anh nhj phan can gidu trong tap dir liéu audio

Bing 3.2. Két quad ddanh gid PSNR chat lwong ciia audio sau khi gidu anh nhi phén

PSNR (Decibel — dB)

STT __
Nhac khéng 1oi Nhac cé loi

1 73.3162 dB 79.0625 dB
5 75.4257 dB 77.6028 dB
3 70.9296 dB 79.4459 dB
4 63.4935 dB 78.3756 dB
5 76.4811 dB 78.9611 dB

+ Truong hop 2: Clng gidu audio (c6 do dai 111 132 tin hiéu) trong tap dir liéu

audio str dung k¥ thuét gidu trén mién bién d6i tan sé Fourier trinh bay trong muc 2.4

ta duoc bang két qua 3.3.

Bing 3.3. Két qud danh gid PSNR chat lwong ciia audio sau khi gidu tin hiéu audio

PSNR (Decibel — dB)
STT —
Nhac khéng 1oi Nhac co loi
1 35.5063 dB 26.0642 dB
9 29.7468 dB 27.1257 dB
3 36.8012 dB 28.356 dB
4 30.768 dB 25.6758 dB
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5 27.1032 dB 25.3917 dB

+ Truong hop 3: gidu anh cip xam (kich ¢& ) trong tap 10 tép audio sir dung k¥
thuat gidu trén LSB cai tién bay trong muc 2.2 dugc bang két qua 3.4.
Bing 3.4. Két qud ddanh gid PSNR chat lwong ciia audio sau khi gidu anh cdp xdm

PSNR (Decibel — dB
STT SNR (Decibel — dB)

Nhac khong loi Nhac c6 1oi
1 80.0608 dB 81.3532 dB
2 79.6676 dB 84.0324 dB
3 78.4592 dB 82.0447 dB
4 81.6744 dB 86.4382 dB
5 77.3498 dB 88.5673 dB

+ Trudng hop 4: gidu van ban (gém 13728 ky ty Gng voi 109824 bit) trong tp
10 tép audio str dung k¥ thuat gidu di dé xuét trinh két hop giira 7 bit MSB véi 4 bit
LSB bay trong muc 2.3 dugc bang két qua 3.5.
Bing 3.5. Két qua danh gid PSNR chat luong ciia audio sau khi gidu van ban

PSNR (Decibel — dB)
STT

Nhac khong loi Nhac c¢o loi
1 85.6798 dB 91.4732 dB
2 89.6473 dB 90.0247 dB
3 83.4591 dB 92.0687 dB
4 84.673 dB 91.4382 dB
5 87.3452 dB 93.8745 dB

3.3.Nhan xét va danh gia

Dua vao bang 3.2, 3.3, 3.4 va 3.5 ching ta c6 thé dua ra nhan xét nhu sau vé

cac k¥ thuat giau tin, & day cac thong tin giau c6 do dai xap xi nhau vé so bit:
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+ K¥ thuat gidu tin trén mién bién doi tan s Fourier c6 PSNR thap nhét (bang
3.3) (1a truong hop thay dbi nhiéu gia tri ban dau cta tin hiéu audio gbc), so véi cac ky
thuat gidu khac no giy ra nhiéu tin hiéu gdc nhiéu nhat nhung chit lugng van cé thé
chép nhan dugc véi cac khan gia khong qua kho tinh. Tuy nhién theo nhém tac gia dé
xuat k¥ thudt nay cho rang day 1a phuong phap c6 thé giit thuy van da gidu bén vimg
trede mot sb tan cong vé xir tin hiéu. Do nhom nghién ctru chua c6 nhiéu thdi gian xay
dung mat sb phép bién d6i tin hiéu nhu loc, giam hodc lam tron nhiéu... nén chua thé
khing dinh duoc day 1a cac k§ thuat thiy van bén ving.

+ K¥ thudt gidu van ban trén LSB két hop voi 7 bit MSB ctia nhém tac gia dé
xuat 1am thay doi rat it gia tri cua tin hiéu gdc nén gia tri cia PSNR rit cao (bang 3.5)
(nghia 14 it nhiéu so véi gia tri ban dau)

+ K¥ thuat gidu anh cdp xam va anh nhi phan (bang 3.2 va 3.4) c6 gia tri PSNR
bang nhau vi hai k¥ thut ndy vé co ban thay doi s6 bit LSB cua tin hiéu gdc nhu nhau.

Chua nghién ctru va thir nghiém dugc trén am thanh giong noéi (ban tin, thoi
su,... ké truyén) dé co thé danh gia anh hudng cua thong tin gidu dén chat lugng am
thanh.

Cac phuong phap danh gid méi chi dua trén tinh gia tri nhiéu PSNR cua tin
hiéu, chua danh gia dugc dua vao hé thong thinh giac ciia ngudi nghe (thinh gia) thuc

su d€ c6 su nhin nhan vé h¢ thong giau tin mot cach truc quan va da dang.
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K¥ thuat gidu thong tin trong am thanh s6 1a mot trong nhitng huéng nghién
ctru chinh cta phuong phap gidu thong tin hién nay va da dat dugc nhing két qua kha
quan. Dé tai nghién ctru khoa hoc nay da tim hiéu va trinh bay lai mot s6 k§y thuat gidu

tin dién hinh theo hai hudng gidu tin chinh d6 la:

+ Gidu thong tin trén mién dir liéu thoi gian thyuc: chu trong dén mot sd ky thuat
gidu tin trén cac bit LSB hoic két hop giita cac bit MSB va LSB cua tin hiéu 4m thanh.
Véi k¥ thuat gidu tin nay ching ta c6 thé 4p dung dé gidu van ban, dnh nhi phan, anh

cap xam hodc mgt doan am thanh vao tin hi¢u am thanh.

+ Gi4u thong tin trén mién bién dbi: tim hiéu phuong phap gidu tin trén mién
bién d6i Fourier c6 thé 4p dung dé gidu mot doan Am thanh vao mot doan 4m thanh
khac.

Tir cac ki thuat tim hiéu trén va trong qua trinh cai dat thir nghiém tac gia cua
dé tai nghién ctru nay da dé xuit mot phuong phap gidu vin ban trén tin hiéu 4m thanh
bang cach két hop gitra mot s bit MSB va LSB véi cac chudi bit cia ky tu van ban.
Vé6i k¥ thuat gidu tin nay chung ta chi can thay d6i mot dén hai bit LSB cua tin hiéu

am thanh va van dam bao chat lugng tin hi¢u audio ban dau.

Do han ché vé thoi gian nén trong dé tai nay chua nghién ctru dugc phuong
phap cai tién gidu tin trén mién bién d6i cua dir liéu audio. Pic biét chua danh gia
duge d6 bén viing cta cac ky thuat gidu tin khi bi mot s6 tan cong 1am anh huong dén
tin hiéu cta audio 3 mang thong tin. Cac k¥ thuat gidu tin chil yéu thir nghiém trén tin
hiéu audio dinh dang tép *.wav, chua thuc hién trén cac tép am thanh nén dinh dang
mp3, mp4, mpeg...

Tuy nhién bao céo cua nghién ctru c6 thé coi 1am tai lidu cho sinh vién chuyén
nganh CNTT, vi di téng hop va trinh bay nhiing khai niém co ban nhat vé gidu tin
trong tin hiéu audio 1am nén ting méi cho cac nghién ctru sau ndy vé an toan thong tin
trong dir liéu da phuong tién.

Hudng nghién ciru tiép theo cua dé tai s& nghién ctru phuong phap giau tin bén
vitng trén tin hiéu audio va trén dang &m thanh nén: mp3, mp4,...
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